Premier 3124FG Switch
Common User Guide

Chapter #8




STP(Spanning Tree Protocol)

Spanning Tree Protocol(STP) Rapid Spanning Tree
Protocol(RSTP)

Note
command reference

B Understanding Spanning-Tree Features
B Understanding RSTP

B Configuring Spanning-Tree Features

W Displaying the Spanning-Tree Status

Understanding Spanning-Tree Feattires

STP

STP Overview

Bridge Protocol Data Units

Election of the Root Switch

Bridge ID, Switch Priority, and Extended System ID
Spanning-Tree Timers

Creating the Spanning-Tree Topology
Spanning-Tree Interface States

2 Premier 3124FG Switch Common User Guide




STP Overview

STP Layer 2
. Layer 2 (Ethernet)

. Spanning-tree

(end station) ,

LAN switched LAN
. Spanning-tree switched Layer 2
. bridge protocol data
unit(BPDU) spanning-tree
forward ,
MAC Layer 2
Spanning tree Layer 2 root root
tree . Spanning tree
standby(blocked)
, Spanning-tree spanning-tree
standby
, Spanning-tree port priority path
cost forwarding blocking port
priority
. path cost
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Bridge Protocol Data Units

spanning-tree active
[ ] VLAN BridgelD( priority  MAC )
H root spanning-tree path cost
] Layer 2 ( priority )
[ | , root .
configuration BPDU . BPDU
BPDU spanning-tree configuration BPDU
H root BridgelD
W root spanning-tree path cost
m BPDU BridgelD
B Message age
m BPDU
m hello, forward-delay, max-age
( BridgelD, path cost, )
BPDU , BPDU . BPDU
root ) designated
LAN
BPDU
BPDU designated LAN
BPDU LAN
BPDU
[ | root
B Root root .
root ( )
u path cost root .
[ ] LAN designated . designated LAN
root path cost . LAN
designated designated
B Spanning-tree . root designated
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forwarding
B Spanning-tree blocked

Election of Root Switch

Layer 2 spanning tree BPDU
[ ] spanning-tree instance root
] switched LAN designated
u Layer 2 switched

VLAN priority( )
root . default priority(32768) ,
VLAN MAC root
priority BridgelD

priority root
priority ,

Root switched spanning-tree .
Switched root spanning-tree
blocking
BPDU BPDU , MAC , priority,
port priority, path cost . Spanning tree

root root , designated

Bridge ID, Switch Priority, and Extended System ID

IEEE 802.1D root
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(BridgelD) . VLAN

VLAN BridgelD
8 BridgelD ; 2 priority
, 6 MAC
Premier 3124FG 802.1T spanning-tree extensions .
priority 2 4 priority VLAN ID
12 extended system ID

1 Switch Priority Value and Extended System ID

Switch Priority Value

Bit16 Bit15 Bit14 Bit13

32768 16384 8192 4096

Extended System ID(Set Equal to the VLAN ID)

Bit12 Bit11 Bit10 Bit9

2048 1024 512 256

Extended System ID(Set Equal to the VLAN ID)

Bit8 Bit7 Bit6 Bit5

128 64 32 16

Extended System ID(Set Equal to the VLAN ID)

Bit 4 Bit3 Bit2 Bitl

8 4 2 1
Spanning tree  extended system ID priority, MAC
BridgelD
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Spanning-Tree Timers

spanning-tree

2 Spanning-Tree Timers

Variable Description

Hello timer hello

Forward- forwarding listening
delay timer learning

Maximum-
age timer

Creating the Spanning-Tree Topology

priority  default(32768) A
MAC A root . ,
forwarding link-type A root
Root priority
( ), spanning-tree

root

=== N~
LI T
=

RP = Root Port
DP = Designated Port

1 Spanning-Tree Topology
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default spanning-tree ,

, root
root
root
B , B
(10/100 ) root
port priority root priority( )
, root
Spanning-Tree Interface States
switched LAN .
, switched LAN . Spanning-tree
Layer 2 forwarding
forwarding
switched LAN
Spanning tree Layer 2
B Blocking - forwarding
B Listening - forwarding ,
blocking state .
W Learning - forwarding . MAC
learning
B Forwarding — forward .
B Disabled - shutdown ,
spanning-tree instance spanning tree

[ |
[ |
u blocking
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m blocking listening disabled

W listening learning disabled
W learning forwarding disabled
B forwarding disabled
Power-on
initialization
Blocking [~-=="="==77777773
state :
l | H
Listening | _____ N Disabled
state state
1 A Ly
i i
Learning Ll _______1 1
state :
Forwarding ________________:
state
2 Spanning-Tree Interface States
STP , blocking
listening learning . spanning tree
forwarding blocking
Spanning-tree Layer 2 forwarding
] forwarding
listening
m forward-delay , Spanning tree
learning forward-delay .
W learning , MAC learning
forwarding
B forward-delay , Spanning tree forwarding
, learning forwarding
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Blocking Blocking state Layer 2 forwarding
State BPDU
BPDU
root BPDU
root .
BPDU
, forward-delay listening
blocking
blocking
[ |
m forwarding
[ ] learning
m BPDU
Listening listening state blocking
State forwarding ,
listening
listening
[ |
m forwarding
[ ] learning
m BPDU
Learning learning Layer 2 forwarding
State listening learning
learning
[ |
m forwarding
[ ] learning
m BPDU
Forwarding forwarding Layer 2 forward
State learning forwarding

10
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forwarding
[ | forward
[ | forward
] learning
m BPDU
Disable disabled Layer 2 forwarding
State spanning tree

disable
[]

B forwarding

[ ] learning
® BPDU
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Understanding RSTP

RSTP  point-to-point spanning tree
. Spanning tree 1 (802.1D spanning tree  default
50 )
RSTP

B RSTP Overview

B Port Roles and the Active Topology

B Rapid Convergence

W Bridge Protocol Data Unit Format and Processing

RSTP Overview

RSTP , LAN
( 1 ) . root
forwarding ,
designated forwarding

Port Roles and the Active Topology

RSTP  active port role
. RSTP STP
priority ) root
port role
m Root port - root forward
cost) .
B Designated port — designated , LAN
forward . LAN
designated port
B Alternate port — root root

acknowledgement

spanning tree

priority(
RSTP
(
root
designated
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B Backup port — spanning tree

designated

. Backup point-to-point
loopback LAN
W Disabled port — spanning tree
W root designated active
alternate backup active .
[ ] port role , RSTP root
designated forwarding .
alternate backup discarding (802.1D blocking
forwarding learning

802.1D RSTP

3 Port State Comparison

Operational STP Port State RSTP Port State Is Pot Included in

Status the Active
Topology?

Enabled Blocking Discarding No
Enabled Listening Discarding No
Enabled Learning Learning Yes
Enabled Forwarding Forwarding Yes
Disabled Disabled Discarding No

STP , discarding

blocking . Designated port  listening

Rapid Convergence

RSTP

root

B Edge ports — RSTP

forwarding

. edge

LAN

, point-to-point

edge

, edge

STP PortFast
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B Root ports — RSTP root , root block

, root forwarding .
B Point-to-point links — point-to-point ,
designated

proposal-agreement

, A B point-to—point
blocking . A priority B priority
. A proposal (proposal flag
BPDU) B designated
B  proposal , proposal
root , non-edge blocking ,
agreement (agreement flag BPDU) root
B agreement , A designated
forwarding . B non-edge port
block , A B point-to-point
C B , . C
B root ,
forwarding : active
proposal-agreement spanning tree
root
duplex link-type . full-duplex point-
to—point ; half-duplex . interface
configuration spanning-tree link-type duplex
default

14
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Switch A Proposal Switch B

a:@

Designated
Root Agreement switch
—
= De—— -2
v - RP_’
Designated
Root switch Proposal Switch C
—

L= L= —— rfoId
[ R”_’ _’
Designated

Root switch Agreement
= TRy - > Iha——y
[ A RP_’DP "

DP = Designated Port
RP = Root Port
F = Forwarding

3 Proposal and Agreement Handshaking for Rapid Convergence

Bridge Protocol Data Unit Format and Processing

protocol version 2 RSTP BPDU
IEEE 802.1D BPDU . 1 version 1 Length 0
; version 1
RSTP flag
4 RSTP BPDU Flags
Bit Function
0 Topology change (TC)
1 Proposal
2-3: Port role:
00 Unknown
01 Alternate port
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10 Root port
11 Designated port
4 Learning
5 Forwarding
6 Agreement
7 Topology change acknowledgement (TCA)

LAN designated RSTP BPDU
proposal flag . proposal port role
designated

RSTP BPDU agreement flag
. agreement port role root port
RSTP topology change notification (TCN) BPDU :
topology change RSTP BPDU flag topology change (TC) flag
802.1D TCN BPDU

learning forwarding flag

16
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Configuring Spanning-Tree Feature!;

spanning-tree

Default STP Configuration

STP default

5 Default STP Configuration

Feature Default Setting
Enable state

Spanning-tree mode STP

System priority 32768.
Spanning-tree VLAN port priority 128.
(configurable on a per-VLAN

basis)

Spanning-tree  VLAN port cost 1000 Mbps: 4.
(configurable on a per-VLAN 100 Mbps: 19.
basis) 10 Mbps: 100.
Hello time 2
Forward-delay time 15
Maximum-aging time 20

STP Configuration Guidelines

Premier 3124FG IEEE 802.1w RSTP . , 802.1w 802.1D
STP 802.1D
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Enabling STP

default STP
STP
Caution Access port VLAN STP
. Trunk port

VLAN STP privileged EXEC
Command Purpose

Stepl configure terminal Global configuration

Step2 spanning-tree vian VLAN STP
vian-id VLAN 1—-4094

Step3 end privileged EXEC

Step4 show  spanning-
tree vlan vian-id

Step5 copy running- ( ) configuration
config startup-
config

STP , global configuration no spanning-tree vlan v/an-id

Configuring the Port Priority

spanning tree

priority

block

priority forwarding
priority (
priority ( )
, Spanning tree
forwarding
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priority , privileged EXEC

Command Purpose
Stepl configure terminal Global configuration
Stpe2 interface

Interface-id interface configuration
Step3 spanning-tree vian VLAN priority

vian-id port- .

priority priority ® vian-id 1~4094

® priority 0~240 16
. default 128 .
priority . 0,

16, 32, 48, 64, 80, 96, 112, 128, 144,
160, 176, 192, 208, 224 240

Step4 end privileged EXEC
Step5 show spanning-
tree interface

interface-id or
show spanning-
tree vlan vian-id

Step6 copy running- ( ) configuration
config startup-
config
default , interface configuration no spanning-

tree vlan vian-id port-priority
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Configuring the Path Cost

spanning-tree path cost default
spanning tree cost forwarding
cost ,
cost
cost , Spanning tree
forwarding block
b Note port group path cost
port group
path cost
path cost , privileged EXEC
Command Purpose
Stepl configure terminal Global configuration
Stpe2 interface
interface-id interface configuration
Step3 spanning-tree vian VLAN  cost .
vian-id cost cost forwarding
spanning tree path cost
. path cost
® vian-id 1~4094
® cost 1~200000000
default
Step4 end privileged EXEC
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Step5 show spanning-
tree interface
interface-id or
show spanning-
tree vlan vian-id
Step6 copy running- ( ) configuration
config startup-
config
default , interface configuration no spanning-
tree vlan vian-id cost
Configuring the Switch Priority of a VLAN
root priority
VLAN priority , privileged EXEC
Command Purpose
Stepl configure terminal Global configuration
Step2 spanning-tree vian VLAN priority
vian-id priority | ® vian-id 1—-4094
priority ® priority 0~61440
4096 default 32768
root
. priority
4096, 8192, 12288, 16384, 20480,
24576, 28672, 32768, 36864, 40960,
45056, 49152, 53248, 57344 61440
Step3 end privileged EXEC
Step4 show spanning-
tree vlan vian-id
Step5 copy running- ( ) configuration
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config startup-
config

default , global configuration no spanning-
tree vlan vian-id priority

Configuring the Hello Time

hello time root configuration BPDU
VLAN hello time , privileged EXEC
Command Purpose
Stepl configure terminal Global configuration
Step2 spanning-tree vian VLAN hello time . hello
vian-id hello-time time root configuration
seconds
- Vian-id 1-4094
- seconds 1~-10
default 2
Step3 end privileged EXEC
Step4 show spanning-
tree vlan vian-id
Step5 copy running- ( ) configuration
config startup-
config
default , global configuration no spanning-

tree vlan vian-id hello-time
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Configuring the Forwarding—Delay Time for a VLAN

VLAN

Stepl

Step2

Step3
Step4

Step5

forwarding-delay time

, privileged EXEC

Command Purpose
configure terminal Global configuration
spanning-tree vian VLAN forward time .
vian-id  forward- forward delay spanning-
time seconds tree listening learning
forwarding
® vian-id 1~4094
® seconds 4-30
default 15 .
end privileged EXEC
show  spanning-
tree vlan vian-id
copy running- ( ) configuration
config startup-
config
default , global configuration no spanning-

tree vlan vian-id forward-time

Configuring the Maximum-Aging Time for a VLAN

VLAN

Stepl

Step2

maximum-aging time

, privileged EXEC

Command

Purpose

configure terminal

Global configuration

spanning-tree vian

VLAN maximum-aging time
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vian-id max-age

. maximum-aging time

seconds
spanning-tree
® vian-id 1~4094
® seconds 6—~40
default 20 .
Step3 end privileged EXEC
Step4 show  spanning-
tree vlan vian-id
Step5 copy running- ( ) configuration
config startup-
config

default
tree vlan v/an-/d max-age

, global configuration no spanning-

Configuring the Port as Edge Port

Premier 3124FG STP ,
edge port edge ,
forwarding 2 x Forward Time
Note edge port
, STP
STP
edge port , privileged EXEC
Command Purpose
Stepl configure terminal Global configuration
Step2 Interface

Interface-id

interface configuration
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Step2

Step3
Step4

Step5

spanning-tree
admin-edge-port

edge port

end

privileged EXEC

show running-
config
copy running- ( ) configuration

config startup-
config

default interface  configuration no
spanning-tree admin-edge-port
Configuring the RSTP Mode
VLAN spanning-tree instance
RSTP RSTP BPDU spanning-tree ,
802.1D BPDU 802.1D BPDU .
STP RSTP BPDU 802.1D BPDU
RSTP

STP , privileged EXEC

Command Purpose
Stepl configure terminal Global configuration
Stpe2 spanning-tree vian VLAN RSTP instance

vian-id force- RSTP

version rstp .

vian-id 1~-4094
default STP

Step3 end privileged EXEC
Step4 show running-

config
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Step5 copy running- ( ) configuration
config startup-
config

default , global configuration no spanning-tree vian
vian-id force-version

Specifying the Link Type to Ensure Rapid Transitions

point-to-point , designated
link-type duplex : full-duplex
point-to—point ; half-duplex
point-to-point half-duplex
, link-type default forwarding
Note port group duplex
: duplex
. port group
default link-type , privileged EXEC
Command Purpose
Stepl configure terminal Global configuration
Stpe2 interface
interface-id interface configuration
Stpe3 spanning-tree point-to-point
link-type point-
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to-point
Step4 end privileged EXEC
Step5 show running-
config
Step6 copy running- ( ) configuration
config startup-
config
default , interface configuration no spanning-tree link-
type

Restarting the Protocol Migration Process

RSTP 802.1D STP
protocol migration . Configuration
BPDU(protocol version 0 BPDU) ,
802.1D BPDU

802.1D BPDU RSTP
STP 802.1D
designated
802.1D BPDU

protocol migration ( )
, interface configuration spanning-tree mcheck
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Displaying the Spanning-Tree Statu:;

spanning-tree , privileged EXEC
Command Purpose

show spanning-tree active spanning-tree

show spanning-tree interface spanning-tree
interface-id

show spanning-tree

summary

privileged EXEC show spanning-tree

command reference

28 Premier 3124FG Switch Common User Guide




